ABSTRACT In this paper, an underlay cognitive radio system, which consists of a primary-user (PU) transmitter (TX), a PU receiver (RX), a secondary-user (SU) TX, and a SU_RX, is considered. Benefitting from the underlay mode, SU_TX can deliver its information to SU_RX by sharing the spectrum resource authorized to PU. It is assumed that SUs are equipped with a single transmitting antenna and a single receiving antenna, which are isolated, and work in full-duplex (FD) mode. By considering that the information signal transmitted from PU_TX to PU_RX may be eavesdropped by SU_TX if SU_TX is malicious, we investigate the secrecy outage performance of the PU system. The approximated closed-form expression for secrecy outage probability (SOP) and the lower boundary of the asymptotic SOP have been derived and verified by simulation results. Our results reveal the impact of the eavesdropping of the SU and the FD mode adopted at the SU transmitter on the secrecy performance of the PU system in underlay spectrum sharing mode.
I. INTRODUCTION
Security is a fundamental problem in wireless/wireless optical communication systems, e.g., traditional wireless systems [1] , cooperative systems [2] , cognitive radio (CR) systems [3] , wireless energy harvesting systems [4] , [5] , and visible light communication systems [6] , [7] , due to the broadcast nature of the wireless medium. In recent years, the physical layer (PHY) security of CR systems has attracted increasing attention in light of concrete evidence of the importance of the information secrecy under frequency sharing mode, which has been regarded as one of the main challenges for implementing CR technologies in practical scenarios [8] - [10] . In underlay cognitive spectrum sharing systems, secondary users (SUs) are allowed to concurrently utilize the same spectrum with primary users (PUs) on the premise that no harm is imposed on the quality of service of primary communications. Therefore, it is necessary and urgent to secure and protect the information transmission in underlay CR systems due to the spectrum sharing among PUs and SUs.
There are plenty of works presented to investigate the PHY security issues for CR systems. The secrecy performance of single-antenna CR systems was studied over Nakagami-m fading channels, independent/correlated Rayleigh fading channels, Rician and log-normal fading channels in [11] - [15] , respectively. In [11] , the secrecy outage performance of an underlay CR system over Nakagami-m fading channels was studied and closed-form analytical expressions for secrecy outage probability (SOP) and the probability of nonzero secrecy capacity were derived. In [12] , the secrecy outage performance of underlay CR networks was investigated, in which the main (the source-todestination) and eavesdropping (the source-to-eavesdropper) channels are assumed to be correlated, and the main channel and the channel from the source to the primary user's receiver are also correlated. In Rician-fading scenario, Zhang et al. [13] studied the secrecy outage performance of the CR networks where a source in secondary system transmits its confidential information to a legitimate destination in the presence of an eavesdropper. Reference [14] analyzed both the intercept probability and outage probability of the proposed single-relay and multi-relay selection schemes for the secondary transmission relying on realistic spectrum sensing. Liu et al. [15] investigated the secrecy outage performance of underlay spectrum sharing systems over Rayleigh and log-normal fading channels in the presence of one eavesdropper.
There are also some works presented to study the secrecy performance of multiple-antenna CR systems [16] - [21] . Zhao et al. [16] investigated the secrecy outage performance of maximal ratio combining (MRC) scheme in a single-input multiple-output (SIMO) wiretap system over Rayleigh fading channels. In [17] , the secrecy outage performance of transmit antenna selection was studied for a multiple-input-multiple-output (MIMO) cognitive wiretap system over Nakagami-m channels with generalized selection combining, where confidential messages transmitted from a multiple-antenna transmitter to a multiple-antenna legitimate receiver are overheard by a multiple-antenna eavesdropper. Lei et al. [18] considered an underlay MIMO CR network including a pair of primary nodes, a couple of secondary nodes, and an eavesdropper, where the secondary transmitter is powered by the renewable energy harvested from the primary transmitter in order to improve both energy efficiency and spectral efficiency. Then, the secrecy outage performance of the optimal antenna selection scheme and suboptimal antenna selection scheme for underlay MIMO CR network with energy harvesting were investigated and compared with traditional space-time transmission scheme. In [19] , the secrecy outage of a SIMO underlay cognitive wiretap system over Nakagami-m channels with generalized selection combining was investigated, where confidential messages transmitted from a single-antenna transmitter to a multiple-antenna legitimate receiver are overheard by a multiple-antenna eavesdropper. Lei et al. [20] considered the secrecy outage performance of a SIMO cognitive wiretap system over generalized-K channels, where both the primary user and the secondary transmitter are equipped with a single antenna, and the legitimate and the eavesdropper receivers are equipped with multiple antennas. In [21] , closed-form expressions for the exact and asymptotic SOP were derived for underlay CR systems with transmit antenna selection/MRC where SUs and the eavesdropper are equipped with multiple antennas.
Clearly, these existing works are limited to the cases of half-duplex modes and external eavesdropper. In nowadays, full-duplex (FD) mode becomes more and more attractive as it supports both of receiving and transmitting simultaneously over the same frequency channels [22] - [24] . The secrecy outage performance of underlay CR networks with FD wirelesspowered SUs was studied in [25] . Wu et al. [26] maximized the worst-case secrecy rate for a multiuser wireless powered system, where an energy-constrained FD information transmitter intends to send confidential information to the receiver in the presence of multiple idle users that could be the potential eavesdroppers. In [27] , the closed-form expressions for the SOP were derived for a FD cooperative network, which is subject to hostile attacks and undergoes composite fading. El Shafie et al. [28] proposed a novel hybrid halfduplex/FD relaying scheme to enhance the security over the relay channel. In [29] , a transmit beamforming was designed for a FD base station while considering both self-interference mitigation and PHY security. In [30] , fast algorithms were developed to allocate the power in subcarriers, subject to power and rate constraints, to maximize the secrecy capacity of a three-node network consisting of a source, a FD destination, and an eavesdropper. In [31] , a robust resource allocation framework was proposed to improve the PHY security in the presence of FD legitimate receiver and eavesdropper. Chen et al. [32] proposed a FD jamming relay scheme, in which the relay simultaneously receives data from the source and sends jamming signals to the eavesdroppers. In [32] and [33] the PHY security has been studied for dualhop and multi-hop relay networks, respectively. To the best of our knowledge, there has been no works presented on the PHY security of FD CR systems, especially while considering the eavesdropping from SU.
Motivated by above observations, in this work an underlay CR system, which consists of a PU transmitter (TX), a PU receiver (RX), a SU_TX and a SU_RX, is considered. In particular, we focus on the secrecy outage performance of PU systems while SU sharing its spectrum and working in FD mode. Main contributions of this work are as follows:
(1) Compared with most existing works on secure CR systems, we investigate the effect of the eavesdropping of SU system on the secrecy outage of PU system; (2) Compared with the works related to FD system, it is the first time to show that FD can enable the SU transmitter to be the eavesdropper of PU system; (3) We derive the approximated closed-form analytical expression for SOP and the lower boundary of the asymptotic SOP, while considering the eavesdropping and interfering of SU. This paper is structured as follows. In Section II, the considered system model is presented. The analysis on secrecy outage performance is presented in Section III. Section IV presents the asymptotic SOP analysis. The proposed VOLUME 5, 2017 analytical models are verified by Monte-Carlo simulations in Section V. Finally, the paper is concluded in Section VI.
II. SYSTEM MODEL
In this paper, we consider a spectrum-sharing CR network where SU system (SU_TX and SU_RX) shares the frequency resource assigned to PU system (PU_TX and PU_RX), as shown in Fig. 1 . The received signals at both PU_RX and SU_RX are suffered the interference from SU_TX and PU_TX, respectively.
It is assumed that SUs are equipped with a single transmitting antenna and a single receiving antenna, which are isolated. In FD mode, SU_TX receives the signals which is sent by PU_TX and transmits its information bits simultaneously on the same frequency channel. However, it is inevitable that self-interference will be introduced, which is the transmitted signal from SU_TX itself. Then, under spectrum-sharing model, SU_TX can eavesdrop on the transmission of PU_TX while transmitting its symbols to SU_RX over the frequency channel shared by PU system if it is malicious.
In this work, we assume that all channels experience independent and identically Rayleigh fading, namely, h i (i = 1, 2, 3, 4, 5) is the complex channel gains for PU_TX−PU_RX, SU_TX−SU_RX, PU_TX−SU_TX, PU_TX−SU_RX and SU_TX−PU_RX links, respectively. Thus, it is easy to have the probability density function (PDF) of |h i | 2 (i = 1, 2, 3, 4, 5, 6) as
where ϕ i = 1/g i is the parameter of the exponential distribution, g i is the mean value of |h i | 2 .
The received signal at PU_RX from PU_TX can be written as
where P i (i = 1, 2) is the transmit power at PU_TX and SU_TX, respectively; x PU and x SU are the transmitted symbols at PU_TX and SU_TX, respectively; n PU is the complex Gaussian noise with zero means and unit variance at PU_RX. Under spectrum sharing mode, the transmit power at SU_TX subject to interference constraints as follows
where I 0 denotes the interference constraint at PU_RX and P S is the maximal transmit power at SU_TX. The received signals at SU_TX from PU_TX can be written as 1
where the second item in (4) represents the instantaneous residual interference at SU_TX, h 6 ∼ CN 0, σ 2 6 (σ 2 6 is the variance) denotes the loop interference channel, which can be modeled as a Rayleigh fading channel under the assumption that any line of sight component is effectively reduced by antenna isolation but the scattering multi-path components still remains due to imperfect cancelation [23] , n SU_TX is the complex Gaussian noise with zero means and unit variance at SU_TX.
PU_RX and SU_TX treat the signals from unintended transmitters as noise, for example, the signal from SU_TX will be treated as interference when PU_TX tries to extract the signal transmitted by PU_TX from the mixed signal as shown in (2) . Thus, the signal-to-interference-plus-noise ratio (SINR) of the received signal at PU_RX and SU_TX can be represented as
and 
III. SECRECY OUTAGE ANALYSIS
The instantaneous secrecy capacity for PU can be calculated as
The SOP, which is defined the probability that the secrecy capacity is below a target threshold, C th , can be calculated as
where SOP 1 (C th ) is the SOP when P S < I 0 /|h 5 | 2 and SOP 2 (C th ) = Pr {C s (γ PU , γ E ) ≤ C th } for the SOP under the case that P S ≥ I 0 /|h 5 | 2 .
Using (1), it yields
In the following, we will derive the closed-form expression for SOP 1 (C th ) and SOP 1 (C th ), respectively.
A. THE DERIVATION OF SOP 1 C th When P S < I 0 /|h 5 | 2 , P 2 = P S . Then, the instantaneous secrecy capacity can be written as
where
where = 2 C th . The PDF of X 2 can be obtained as
where λ 3 = ϕ 3 /P 1 and λ 6 = ϕ 6 /P S . Similarly, the PDF of X 1 can be written as
where λ 1 = ϕ 1 /P 1 and λ 5 = ϕ 5 /P S . Thus, the cumulative distribution function (CDF) of X 1 can be given as
Using [37, eq. (1.2.7.12)] and substituting (11) and (13) into (10), SOP 1 (C th ) can be obtained as
B. THE DERIVATION OF SOP 2 C th
Thus, the instantaneous secrecy capacity can be written as
Under this case, SOP 2 (C th ) can be derived as
where X =
It is easy to have the CDF of X as F X (x) = 1 − exp −
Using [35, eq. (3. 471.9)], we can obtain the PDF of Y as
is modified Bessel functions of the second kind and I v (x) is modified Bessel functions of the first kind, as defined by [35, eq. (8.406 .1)]. Then, it is easy to obtain the PDF of V =
where λ 6 = ϕ 6 . Finally, SOP can be obtained by substituting (8), (14) and (20) into (7).
IV. THE ASYMPTOTIC SOP
In this section, we will derive the asymptotic SOP while
→ ∞), which means that the quality of the channel between PU_TX and PU_RX gets better. Therefore, we can further have ) can be given by
and we can adopt this equation to derive the asymptotic SOP by only keeping the first two terms while neglecting the higher order terms.
Next, we will present the detailed derivations of SOP 1 (C th ) and SOP 2 (C th ) in the following two subsections, respectively.
A. THE ASYMPTOTIC SOP 1 C th
Utilizing the Taylor series expansion and only keeping the first two terms in (21), we can rewrite the PDF of X 1 as
Then, the CDF of X 1 can be easily obtained as
Substituting (11) and (23) into (10), SOP 1 (C th ) can be derived as
Observing the integral in the second line of (24), we can see that it is impossible to solve this integral as infinity will appear. For analytical purpose, in this work we will derive a lower boundary of the asymptotic SOP 1 (C th ) by only keeping λ 5 ( − 1) in the square bracket of the numerator in (24) and ignoring the others terms. 2 Then, we can rewritten SOP 1 (C th ) in (24) as
Then, providing that g 1 → ∞, the lower boundary of the asymptotic SOP 1 (C th ) can be written as
where o (·) donates higher order terms, = 1 is the secrecy diversity order and the secrecy array gain 1 can be expressed
B. THE ASYMPTOTIC SOP 2 C th
Observing the CDF of X 1 in section III and using Taylor series expansion in (21), it is easy to obtain the asymptotic expression as
. Then, we can rewrite (16) as
Using (19) 
and
respectively, where 2 F 1 (·, ·; ·; ·) is the Gauss hypergeometric function, which is defined by [36, (29) and (31) into (28), SOP 2 (C th ) can be given as
Then, the asymptotic SOP 2 (C th ) with g 1 → ∞ can be written as
where = 1 and the secrecy array gain 2 can be expressed as
Finally, substituting (26), (33) and (8) into (7), we can obtain the lower boundary of the asymptotic SOP as SOP(C th )
V. NUMERICAL RESULTS AND DISCUSSION
In this section, we compare simulation and analysis results for the SOP under various system settings. For simplicity, we assume that all link channels among the terminals in Fig. 1 experience independent and identically Rayleigh fading. Unless otherwise explicitly specified, the parameters are set as P 1 = 10 dB, I 0 = 0 dB, P S = 0.5, g i = 1 (i = 1, 2, 3, 4, 5, 6) and C th = 0 dB. Simulation is performed by transmitting 1 × 10 6 bits and τ = g 1 /g 3 .
In Fig. 2 , we present simulation and analysis results of SOP v.s. τ for various P 1 . The SOP with a higher P 1 outperforms the one with a lower P 1 because a higher P 1 represents a larger SINR at PU_RX. In Fig. 3 , simulation and analysis results of SOP v.s. τ for various C th are depicted. The SOP with a lower C th outperforms the one with a higher C th because a higher probability for the outage events exists in the case of a lower C th .
One can also clearly observe from both Figs. 1 and 2 that the secrecy outage performance of the target system can be improved while τ increases. Because a higher τ represents the case that the quality of the main channel (PU_TX-PU_RX link) gets better than the one of the eavesdropping channel (PU_TX-SU_TX link).
In Fig. 4 , simulation and analysis results of SOP v.s. g 6 for various I 0 are proposed. The SOP with a lower I 0 outperforms the one with a higher I 0 because a higher interference constraint at PU_RX leads to a higher available transmit power VOLUME 5, 2017 FIGURE 2. SOP v.s. τ for various P 1 . at SU_TX, which will consequently lead to a higher selfinterference and further a lower SINR at SU_TX. We can see that the secrecy outage performance of the target system gets better as g 6 increases, since increasing g 6 means that the selfinterference incurred by FD mode adopted at SU_TX will enlarge, resulting in the degraded information eavesdropping at SU_TX.
In Fig. 5 , we show simulation and analysis results of SOP v.s. g 3 for various g 1 . The SOP with a higher g 1 outperforms the one with a lower g 1 because a higher g 1 indicates the improved quality of the main channel (PU_TX-PU_RX link), and further a higher SINR at PU_RX. Moreover, one can also find from Fig. 5 that increasing g 3 can degrade the secrecy outage performance of the target system. It is due to the fact that the quality of the eavesdropping channel (PU_TX-SU_TX link) will get better while increasing g 3 , lead to the improved eavesdropping SINR at SU_TX. One can also image from Fig. 5 that SOP will approach to 1 when g 1 is fixed and g 3 increases large enough. In Fig. 6 , we present simulation, analysis and asymptotic results of SOP v.s. g 1 for various g 5 , where the asymptotic results for SOP are obtained from (35) in Section IV. The SOP with a lower g 5 outperforms the one with a higher g 5 because a higher g 5 contributes to a higher target threshold at PU_RX, which means that a higher interference is suffered by PU_RX. In Fig. 7 , we present simulation, analysis results and asymptotic results of SOP v.s. g 1 for various g 6 . The SOP with a lower g 6 outperforms the one with a higher g 6 because there is a positive correlation between g 6 and the SINR at SU_TX, as explained by the reason for the observations in Fig. 4 .
Moreover, it is shown in Figs. 6 and 7 that SOP will be improved as long as g 1 increases, because a larger g 1 represents the improved quality of the main channel (PU_TX-PU_RX link), then a larger SINR can be achieved at PU_TX. Furthermore, we can observe that our asymptotic curves can accurately predict the secrecy diversity order and secrecy diversity gain, as depicted in both Figs. 6 and 7.
As clearly shown in Figs. 2-7 , one can also find that simulation and analytical results match very well with each other, which verify our proposed analytical models. By observing these above numerical results, we can reach the following findings for the target system: 1) Information eavesdropping may occur for PU system in underlay CR system, while SU system is malicious;
2) Increasing the transmit power at PU_TX can improve the secrecy performance for the case of the PU_TX-PU_RX and PU_TX-SU_TX links with fixed quality;
3) The interference constraint at PU_RX exhibits an positive effect on the secrecy performance of the target system, as a larger interference constraint at PU_RX will result in the increased self-interference at SU_TX when it works in FD mode. Then, PU system can increase the interference constraint to achieve better secrecy outage performance while the received SINR at PU_RX is under guarantee; 4) In the viewpoint of the eavesdropper (SU_TX) working in FD mode, high isolation between the transmitting and receiving antenna is required to reduce the selfinterference at SU_TX and then to achieve better information eavesdropping.
VI. CONCLUSION
In this paper, we have investigated the secrecy outage performance of PU system in underlay CR networks in the presence of the eavesdropping and interfering of SU. By considering that the information delivery in PU system may be overheard by SU when SU is malicious, secrecy outage has been studied, and the approximated closed-form analytical expression for SOP and the lower boundary of the asymptotic SOP have been derived. The validity of the proposed analytical model has been testified through Monte-Carlo simulations.
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